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**** START OF CHANGES ****
[bookmark: _Toc11238981]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
5GC	5G Core Network
5G-AN	5G Access Network
NG-RAN	5G Radio Access Network 
5G AV	5G Authentication Vector
5G HE AV	5G Home Environment Authentication Vector
5G SE AV	5G Serving Environment Authentication Vector
ABBA	Anti-Bidding down Between Architectures
AEAD	Authenticated Encryption with Associated Data
AES	Advanced Encryption Standard
AKA	Authentication and Key Agreement
AMF	Access and Mobility Management Function
AMF	Authentication Management Field
NOTE:	If necessary, the full word is spelled out to disambiguate the abbreviation. 
ARPF	Authentication credential Repository and Processing Function
AUSF	Authentication Server Function
AUTN	AUthentication TokeN
AV	Authentication Vector 
AV'	transformed Authentication Vector 
Cell-ID	Cell Identity as used in TS 38.331 [22]
cIPX	consumer's IPX
CP	Control Plane
cSEPP	consumer's SEPP
CTR	Counter (mode)
CU	Central Unit
DN	Data Network
DNN	Data Network Name
DU	Distributed Unit
EAP	Extensible Authentication Protocol
EMSK	Extended Master Session Key
EPS	Evolved Packet System
gNB	NR Node B
GUTI	Globally Unique Temporary UE Identity
HRES	Hash RESponse
HXRES	Hash eXpected RESponse
IKE	Internet Key Exchange
IPX	IP exchange service
KSI	Key Set Identifier
LI	Lawful Intercept
MN	Master Node
MR-DC	Multi-Radio Dual Connectivity 
MSK	Master Session Key
N3IWF	Non-3GPP access InterWorking Function
NAI	Network Access Identifier
NAS	Non Access Stratum 
NDS	Network Domain Security
NEA	Encryption Algorithm for 5G
NF	Network Function
NG	Next Generation
ng-eNB	Next Generation Evolved Node-B
ngKSI	Key Set Identifier in 5G
NIA	Integrity Algorithm for 5G
NR	New Radio
NR-DC	NR-NR Dual Connectivity
NSSAI	Network Slice Selection Assistance Information
PDN	Packet Data Network
PEI	Permanent Equipment Identifier
pIPX	producer's IPX
PRINS	PRotocol for N32 INterconnect Security 
pSEPP	producer's SEPP
QoS	Quality of Service 
RES	RESponse
SCG	Secondary Cell Group
SEAF	SEcurity Anchor Function
SEG	Security Gateway
SEPP	Security Edge Protection Proxy
SIDF	Subscription Identifier De-concealing Function 
SMC	Security Mode Command
SMF	Session Management Function
SN	Secondary Node 
SN Id	Serving Network Identifier
SUCI	Subscription Concealed Identifier 
SUPI	Subscription Permanent Identifier 
TLS	Transport Layer Security
UE	User Equipment
UEA	UMTS Encryption Algorithm
UDM	Unified Data Management
UDR	Unified Data Repository
UIA	UMTS Integrity Algorithm
ULR	Update Location Request
UP	User Plane
UPF	User Plane Function
USIM	Universal Subscriber Identity Module
XRES				eXpected RESponse
[bookmark: _Toc11239015]
**** NEXT CHANGES ****
[bookmark: _Toc11239016]5.8.1	Generic requirements
The long-term keys used for authentication and security association setup purposes shall be protected from physical attacks and shall never leave be available in the clear (i.e. non-encrypted) outside of the secure environment of the UDM/ARPF.
The subscription authentication profiles including the susbcription credentials may be stored in the UDR as specified in TS 23.501 clause 4.2.5 [2]. The UDM/ARPF connects to the UDR through the N35 reference point to access the subscription authentication profiles making use of Nudr service operations as defined in TS 23.502 [8].
[bookmark: _GoBack]The following requirements apply when subscription credentials are stored in UDR:
-	The long-term key(s) of the subscription credential(s) (i.e. K) shall be stored encrypted in the UDR.
	-	The long-term key(s) of the subscription credential(s) shall be transferred encrypted over N35/Nudr.
NOTE xx: The security mechanisms for Service Based Interfaces as described in clause 13 of the present specification also apply to N35/Nudr.   
-	The key for decrypting the long-term key(s) shall only be available in the secure environment of the UDM/ARPF.
-	UDM/ARPF shall support at least AES [15] as a common algorithm. Additional algorithms may be also supported and used by the UDM/ARPF based on operator choice. The key for encryption/decryption is not subscriber-specific.
**** END OF CHANGES ****

